NOTIFICARE
Stimate Partener,

PKF Finconta (PKF Finconta SRL, PKF Finconta
Consultanta SRL, PKF Finconta HR SRL) acorda o
deosebita atentie protectiei datelor personale pe care
le colectam si le utilizdm si, totodata, depunem toate
eforturile pentru a asigura securitatea acestora fin
sistemele noastre, conform standardelor de securitate
impuse de legislatia romana in vigoare.

Cu toate acestea, prin prezenta consideram protectiv
pentru dvs. sa va informam fara intarziere despre
un incident recent care ar putea afecta datele

personale pe care le prelucram la nivelul societatii.

La data de 05.04.2023 am identificat urmatoarele
aspecte:

- Unele echipamente de retea din infrastructura
noastra au fost afectate de o actiune externa rau-
intentionatd - atac cibernetic malitios tip
ransomware, care a avut loc la 01.04.2023 intr-un
interval orar nocturn de maxim 2 ore.

Tn urma acestui incident, datele de pe serverele
noastre au fost criptate, iar singurul efect
semnalat consta in indisponibilitatea temporara
a datelor, inclusiv a datelor cu caracter personal
prelucrate de noi, precum: date de identificare
directa (serie / numar Cl, CNP, nr. pasaport, copie
act de identitate); date de contact; semnaturi
olografe, digitale; date despre apartinatori; date
despre situatia ca angajat; date cu impact
financiar; date cu impact de recunoastere; date din
relatia comerciala/contractuala etc.

Am demarat in cel mai scurt timp investigatii
specializate privind incidentul si nu au rezultat
indicii cu privire la un acces neautorizat,
modificare, diseminare sau transmitere
neautorizata de date cu caracter personal.

Ca urmare a continuarii investigatiilor complexe la
nivel intern, in perioada 24-25.04.2023, am identificat
unele indicii noi din care rezultd posibilitatea de
accesare neautorizatd si copiere neautorizatad a
unui volum date dintre cele indisponibilizate
temporar prin criptare. Desi acest volum de date
este deosebit de redus prin raportare la datele
prelucrate la nivelul societatii noastre, totusi,
estimam ca o parte dintre ele ar putea consta si in
date cu caracter personal.

Singurele informatii cu caracter cert pe care le
avem la acest moment vizeaza accesul, copierea si
divulgarea neautorizatad si integrald a unui singur
fisier Pdf. constand in copia de pe pasaportul unei
persoane straine. Din coroborarea acelorasi indicii
recente, estimam ca unul dintre dosarele lucrate si o
parte din fisierele Pdf. constand in copii de pe
pasapoarte prelucrate de noi ar fi putut fi accesate,
vizualizate sau copiate in mod neautorizat ca urmare
a aceluiasi incident.
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NOTIFICATION
Dear Partner,

PKF Finconta (PKF Finconta SRL, PKF Finconta
Consultanta SRL, PKF Finconta HR SRL) pays
particular attention to the protection of personal data
that we collect and use, and at the same time, we
make every effort to ensure their security in our
systems, according to the standards of security
imposed by Romanian legislation in force.

However, we hereby consider it protective for you to
inform you without delay about a recent incident that
may affect the personal data we process at the
company level.

On 5 April 2023, we identified the following aspects:

- Some network equipment in our infrastructure was
affected by a malicious external action - malicious
ransomware-type cyber attack, which took place on 1
April 2023 in a night time interval of maximum 2 hours.

- Following this incident, the data on our servers was
encrypted, and the only reported effect was the
temporary unavailability of data, including personal
data processed by us, such as: direct identification
data (Cl series / number, CNP, passport no., copy of
identity document); contacts; holographic, digital
signatures; data about the belongings; data about the
situation as an employee; data with financial impact;
recognition impact data; data from the
commercial/contractual relationship etc.

- We started specialized investigations into the incident
as soon as possible and there were no indications of
unauthorized access, modification, dissemination or
unauthorized transmission of personal data.

As a result of the continuation of complex internal
investigations, during the period 24 April to 25 April
2023, we have identified some new clues that result in
the possibility of unauthorized access and
unauthorized copying of a volume of data
temporarily unavailable through encryption.
Although this volume of data is particularly
reduced by reference to the data processed at the
level of our company, however, we estimate that a
part of it could also consist of personal data.

The only definite information we have at this time
concerns the unauthorized and complete access,
copying and disclosure of a single Pdf file. consisting
of a copy of a foreigner's passport. From the
corroboration of the same recent clues, we estimate
that one of the files worked and some of the Pdf files.
consisting of copies of passports processed by us
could have been accessed, viewed or copied in an
unauthorized manner as a result of the same incident.
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Dupa identificarea indiciilor noi din perioada 24-
25.04.2023 - privind incidentul informatic - am solicitat
efectuarea unei analize de risc. Desi nu a fost
identificat un risc ridicat (concluzia analizei indicand
un nivel semnificativ dar nu ridicat de risc) iar
ANSPDCP desi notificata de PKF in repetate randuri,
inclusiv dupa identificarea indiciilor noi din 24-
25.04.2023 nu a solicitat PKF notificarea clientilor sau
persoanelor vizate, noi consideram ca dvs. sunteti
indreptatit sa aveti cunostintd despre producerea
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After identifying new clues from the period 24 April to
25 April 2023 - regarding the computer incident - we
requested a risk analysis. Although a high risk was
not identified (the conclusion of the analysis
indicating a significant but not high level of risk) and
ANSPDCP, although notified by PKF repeatedly,
including after the identification of new indications from
24 April to 25 April 2023, did not request PKF to notify
customers or persons concerned, we consider that you
are entitled to know about the occurrence of this IT

acestui incident informatic la nivelul societatii noastre.

incident at the level of our company.

Apreciem dreptul dvs. la confidentialitate si regretam
ca acest incident s-a intdmplat si am lansat o
investigatie amanuntitd asupra circumstantelor
incidentului, astfel incat s& putem remedia cauzele si
sa preintdmpinam repetarea acestui incident.

Dorim sa va aducem la cunostinta ca din insusi
momentul Tn care am devenit constienti de incidentul
de securitate identificat, am si luat masuri concrete
de remediere a incalcarii datelor cu caracter
personal, precum: oprirea imediata a echipamentelor
spre a fi duse la analiza/recuperare, carantinarea
fisierelor identificate ca fiind compromise, hchiderea
tuturor proceselor ce rulau pe echipamentele in
analiza, izolarea resurselor compromise, luarea de
masuri pentru continuarea procesului de back-up pe
mai multe planuri etc.

Alte masuri pe care le-am luat in cel mai scurt timp,
inclusiv pentru atenuarea efectelor negative sunt:
am demarat mai multe procese paralele pentru
accesarea Si recuperarea integrala si rapida a datelor,
am demarat investigatii complexe cu specialisti IT si
de securitate a datelor - Investigatii de tip raspuns la
Incidente, dar si pentru identificarea resurselor
compromise; am demarat punerea serverelor online;
proces de backup cu solutii de cybersecurity; proces
de segregare a retelei; proces migrare a emailului si a
documentelor. De asemenea, avem planuri concrete
de a reface intreaga arhitectura a organizatiei prin
implementarea unor masuri si controale de securitate
suplimentare.

Va asiguram ca ne-am respectat obligatile si
termenele legale, urmarind protectia datelor cu
caracter personal si respectarea Regulamentului UE
679/2019 (Regulamentul general privind protectia
datelor), am informat, atat imediat de la observarea
incidentului, dar si pe parcurs, dupa aparitia indiciilor
noi, autoritatea de supraveghere a protectiei datelor
personale - ANSPDCP precum si pe cea de securitate
cibernetica - DNSC in legatura cu producerea
evenimentului si cu masurile de remediere care se
intreprind.

De asemenea, va informam ca am sesizat organele de
urmarire penalda - Directia de Investigare a
Infractiunilor de Criminalitate Organizata si Terorism —
cu o plangere penala, in vederea identificarii si tragerii
la raspundere penala a persoanelor vinovate.

We value your right to privacy and regret that this
incident occurred and have launched a thorough
investigation into the circumstances of the incident so
that we can fix the causes and prevent this from
happening again.

We would like to inform you that from the very moment
we became aware of the identified security incident,
we took concrete measures to remedy the breach
of personal data, such as: immediately stopping the
equipment to be taken for analysis/recovery,
quarantining files identified as compromised, closing
all processes running on the equipment under
analysis, isolating compromised resources, taking
measures to continue the backup process on multiple
levels, etc.

Other measures that we have taken in the shortest
time, including to mitigate the negative effects,
are: we have started several parallel processes for full
and fast data access and recovery, we have started
complex investigations with IT and data security
specialists - Incident response investigations, but also
to identify compromised resources; | started putting
the servers online; backup process with cybersecurity
solutions; network segregation process; email and
document migration process. We also have concrete
plans to re-architect the entire organization by
implementing additional security measures and
controls.

We assure you that we respected our obligations and
legal deadlines, pursuing the protection of personal
data and compliance with EU Regulation 679/2019
(General Data Protection Regulation), we informed,
both immediately after observing the incident, but also
along the way, after the occurrence new indications,
the personal data protection supervisory authority -
ANSPDCP as well as the cyber security authority -
DNSC in relation to the occurrence of the event and
the remedial measures being undertaken.

We also inform you that we have notified the criminal
investigation bodies - the Directorate for the
Investigation of Organized Crime and Terrorism - with
a criminal complaint, in order to identify and prosecute
the guilty persons.
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Dorim sa va asiguram ca am recuperat deja o parte din
date care sunt din nou disponibile, procesul de
restaurare integral& a datelor fiind in plina desfasurare.
Anticipam ca se va finaliza in curand, ceea ce asigura
continuitatea operatiunilor noastre in bune conditii.
Pana la finalizarea procesului de restaurare, este
posibil ca, temporar, accesul la unele date sa fie limitat.

Va vom oferi detalii suplimentare imediat ce
descoperim noi informatii pe care credem ca ar
trebui s le cunoasteti.

Nu in ultimul rdnd mentiondm c&, incidentul este
posibil sa fi survenit pe fondul tensiunilor
internationale din zona noastra geografica si datorita
cresterii exponentiale in ultima perioada a atacurilor
cibernetice. De aceea, va asiguram de preocuparea
noastra permanenta de asigurare a securitatii IT la un
nivel optim. Tn cazul in care doriti s& cunoasteti mai
multe informatii cu privire la mijloacele de protectie
impotriva acestor atacuri, puteti consulta surse privind
atacurile cibernetice de tip Brute Force RDP.

Pentru alte clarificari sau informatii suplimentare, ne
puteti contacta la office@pkffinconta.ro.

Data: 25 aprilie 2023
Cu deosebit respect,

Echipa de Management
PKF Finconta

& pkF

v Finconta

We want to assure you that we have already recovered
some of the data that is available again, the full data
restoration process is in full swing. We anticipate that
it will be completed soon, which ensures the continuity
of our operations in good condition. Until the
restoration process is complete, access to some data
may be temporarily restricted.

We will provide you with additional details as soon
as we discover new information that we think you
should know.

Last but not least, we mention that the incident may
have occurred against the backdrop of international
tensions in our geographic area and due to the recent
exponential increase in cyber attacks. That is why we
assure you of our permanent concern for ensuring IT
security at an optimal level. If you would like to know
more information on how to protect against these
attacks, you can consult resources on RDP Brute
Force Cyber Attacks.

For other clarifications or additional information, you
can contact us at office@pkffinconta.ro.

Date: 25 April 2023
With great respect,

Management Team
PKF Finconta
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